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https://vicone.com/blog/securing-the-automotive-supply-chain-lessons-from-the-ransomware-
attack-on-a-car-dealership-software-provider

https://www.comparitech.com/news/ransomware-gang-says-it-hacked-bmw-and-tesla-parts-
maker-jtekt/

https://vicone.com/blog/cactus-ransomware-group-claims-responsibility-for-cyberattack-on-cie-
automotive

https://www.securityweek.com/millions-impacted-by-breach-at-advance-auto-parts-linked-to-
snowflake-incident/

http://welivesecurity.com/en/scams/quishing-attacks-targeting-electric-car-owners-slam-on-
brakes/

https://vicone.com/blog/pwn2own-automotive-day-1-a-3-bug-chain-against-a-tesla-a-remote-
attack-demo-and-other-highlights

https://www.cbsnews.com/news/kia-hyundai-car-theft-software-upgrade/
https://www.saiflow.com/blog/hijacking-chargers-identifier-to-cause-dos/

https://abc7news.com/waymo-driverless-car-san-francisco-bicyclist-hit-robotaxi-
accident/14394661/

https://apnews.com/article/tesla-autopilot-nhtsa-recall-069ab3341e0e724a60d91b82c9ef83a1
https://www.pcmag.com/news/feds-investigate-amazon-zoox-self-driving-tech-after-crashes

https://www.businessinsider.com/robotaxis-general-motors-cruise-problems-tesla-elon-
musk-2024-12

https://www.vicone.com/blog/now-patched-kia-vulnerabilities-could-have-allowed-remote-
control-using-only-a-license-plate-number

https://techcrunch.com/2024/10/09/hackers-were-targeting-android-users-with-qualcomm-zero-
day/

https://research.checkpoint.com/2021/pwn2own-qualcomm-dsp/
https://blogs.cisco.com/security/ai-cyber-threat-intelligence-roundup-january-2024
https://www.trendmicro.com/en_us/research/25/a/invisible-prompt-injection-secure-ai.html
https://nvd.nist.gov/vuln/detail/CVE-2021-42574

https://trojansource.codes/

https://www.theregister.com/2021/08/06/unicode_ai_bug/
https://vicone.com/blog/ai-smart-cockpits-the-future-of-driving-the-reality-of-cyberthreats

https://www.innovationnewsnetwork.com/ev-charging-infrastructure-the-landscape-challenges-
and-future-outlook/31426/

https://openchargealliance.org/ocpp-2-1-is-now-available/
https://www.youtube.com/watch?v=9zvliQ1oid4
https://crOwsplace.com/projects/research-talks-v2gevil/
https://www.researchgate.net/figure/The-protocol-stack-of-ISO-IEC-15118_fig2_303555769
https://ieeexplore.ieee.org/document/9091609
https://elaad.nl/en/hacking-ev-charging-stations-via-the-charging-cable/
https://arxiv.org/htm|/2202.02104v2

https://media.defcon.org/DEF%20CON%2024/DEF%20CON%2024%20presentations/DEF%20
CON%2024%20-%20Liu-Yan-Xu-Can-You-Trust-Autonomous-Vehicles.pdf

https://media.defcon.org/DEF%20CON%2024/DEF%20CON%2024%20presentations/DEF%20
CON%2024%20-%20Liu-Yan-Xu-Can-You-Trust-Autonomous-Vehicles.pdf


https://vicone.com/blog/securing-the-automotive-supply-chain-lessons-from-the-ransomware-attack-on-a-car-dealership-software-provider
https://vicone.com/blog/securing-the-automotive-supply-chain-lessons-from-the-ransomware-attack-on-a-car-dealership-software-provider
https://www.comparitech.com/news/ransomware-gang-says-it-hacked-bmw-and-tesla-parts-maker-jtekt/
https://www.comparitech.com/news/ransomware-gang-says-it-hacked-bmw-and-tesla-parts-maker-jtekt/
https://vicone.com/blog/cactus-ransomware-group-claims-responsibility-for-cyberattack-on-cie-automotive
https://vicone.com/blog/cactus-ransomware-group-claims-responsibility-for-cyberattack-on-cie-automotive
https://www.securityweek.com/millions-impacted-by-breach-at-advance-auto-parts-linked-to-snowflake-incident/
https://www.securityweek.com/millions-impacted-by-breach-at-advance-auto-parts-linked-to-snowflake-incident/
http://welivesecurity.com/en/scams/quishing-attacks-targeting-electric-car-owners-slam-on-brakes/
http://welivesecurity.com/en/scams/quishing-attacks-targeting-electric-car-owners-slam-on-brakes/
https://vicone.com/blog/pwn2own-automotive-day-1-a-3-bug-chain-against-a-tesla-a-remote-attack-demo-and-other-highlights
https://vicone.com/blog/pwn2own-automotive-day-1-a-3-bug-chain-against-a-tesla-a-remote-attack-demo-and-other-highlights
https://www.cbsnews.com/news/kia-hyundai-car-theft-software-upgrade/
https://www.saiflow.com/blog/hijacking-chargers-identifier-to-cause-dos/
https://abc7news.com/waymo-driverless-car-san-francisco-bicyclist-hit-robotaxi-accident/14394661/
https://abc7news.com/waymo-driverless-car-san-francisco-bicyclist-hit-robotaxi-accident/14394661/
https://apnews.com/article/tesla-autopilot-nhtsa-recall-069ab3341e0e724a60d91b82c9ef83a1
https://www.pcmag.com/news/feds-investigate-amazon-zoox-self-driving-tech-after-crashes
https://www.businessinsider.com/robotaxis-general-motors-cruise-problems-tesla-elon-musk-2024-12
https://www.businessinsider.com/robotaxis-general-motors-cruise-problems-tesla-elon-musk-2024-12
https://www.vicone.com/blog/now-patched-kia-vulnerabilities-could-have-allowed-remote-control-using-only-a-license-plate-number
https://www.vicone.com/blog/now-patched-kia-vulnerabilities-could-have-allowed-remote-control-using-only-a-license-plate-number
https://techcrunch.com/2024/10/09/hackers-were-targeting-android-users-with-qualcomm-zero-day/
https://techcrunch.com/2024/10/09/hackers-were-targeting-android-users-with-qualcomm-zero-day/
https://research.checkpoint.com/2021/pwn2own-qualcomm-dsp/
https://blogs.cisco.com/security/ai-cyber-threat-intelligence-roundup-january-2024
https://nvd.nist.gov/vuln/detail/CVE-2021-42574
https://trojansource.codes/
https://www.theregister.com/2021/08/06/unicode_ai_bug/
https://www.innovationnewsnetwork.com/ev-charging-infrastructure-the-landscape-challenges-and-future-outlook/31426/
https://www.innovationnewsnetwork.com/ev-charging-infrastructure-the-landscape-challenges-and-future-outlook/31426/
https://www.youtube.com/watch?v=9zvIiQ1oid4
https://cr0wsplace.com/projects/research-talks-v2gevil/
https://www.researchgate.net/figure/The-protocol-stack-of-ISO-IEC-15118_fig2_303555769
https://ieeexplore.ieee.org/document/9091609
https://elaad.nl/en/hacking-ev-charging-stations-via-the-charging-cable/
https://arxiv.org/html/2202.02104v2
https://media.defcon.org/DEF%20CON%2024/DEF%20CON%2024%20presentations/DEF%20CON%2024%20-%20Liu-Yan-Xu-Can-You-Trust-Autonomous-Vehicles.pdf
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https://www.researchgate.net/publication/337093313_Adversarial_Sensor_Attack_on_LiDAR-
based_Perception_in_Autonomous_Driving

https://www.nassiben.com/phantoms
https://www.gpsworld.com/two-years-since-the-tesla-gps-hack/
https://edition.cnn.com/style/article/artist-google-traffic-jam-alert-trick-scli-intl/index.html
https://vicone.com/blog/the-sirius-xm-flaw-highlights-hidden-automotive-supply-chain-risks

https://vicone.com/blog/v2x-technology-inviting-cyberattacks-while-enhancing-mobility-and-
safety

https://vicone.com/company/press-releases/tesla-secures-title-sponsorship-for-pwn2own-
automotive-event-co-hosted-by-vicone-to-uncover-automotive-vulnerabilities

https://vicone.com/company/press-releases/pwn2own-automotive-2024-vicone-and-zdi-lead-
first-hackathon-to-uncover-cyber-vulnerabilities-in-connected-vehicles

https://vicone.com/blog/under-pressure-exploring-a-zero-click-rce-vulnerability-in-teslas-tpms

https://vicone.com/blog/breaking-into-teslas-ivi-system-synacktivs-two-bug-exploit-chain-at-
pwn2own-automotive-2024

https://vicone.com/blog/from-pwn2own-automotive-a-stack-based-buffer-overflow-vulnerability-
in-juicebox-40-smart-ev-charging-station

https://www.vicone.com/blog/security-takeaways-from-autel-maxicharger-vulnerabilities-
discovered-at-pwn2own-automotive-2024

https://www.vicone.com/blog/breaking-into-teslas-ivi-system-synacktivs-two-bug-exploit-chain-
at-pwn2own-automotive-2024

https://vicone.com/blog/from-pwn2own-automotive-a-critical-zero-click-rce-bluetooth-
vulnerability-in-the-alpine-halo9-ivi-system

https://vicone.com/blog/playing-doom-on-an-ivi-system-more-alpine-halo9-vulnerabilities-from-
pwn2own-automotive-2024

https://vicone.com/blog/pwn2own-automotive-2025-new-master-of-pwn-crowned-and-other-
day-three-highlights

https://vicone.com/blog/pwn2own-automotive-2025-day-one-uncovers-16-automotive-zero-day-
vulnerabilities

https://www.zerodayinitiative.com/blog/2024/3/20/pwn2own-vancouver-2024-day-one-results
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