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Driving Automotive Cybersecurity Forward
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https://www.europarl.europa.eu/news/en/press-room/20240408IPR20305/meps-adopt-stricter-co2-emissions-targets-for-trucks-and-buses
https://www.frontier-economics.com/uk/en/news-and-insights/news/news-article/?nodeId=10318
https://vicone.com/blog/software-defined-vehicles-navigating-innovation-and-cybersecurity-challenges
https://www.theverge.com/2022/9/3/23335694/hackers-traffic-jam-russia-moscow-ride-hailing-app-yandex-taxi
https://www.theverge.com/2022/9/3/23335694/hackers-traffic-jam-russia-moscow-ride-hailing-app-yandex-taxi
https://www.theverge.com/2024/12/30/24332181/volkswagen-data-leak-exposed-location-evs
https://www.vicone.com/zh/blog/how-authentication-and-api-vulnerabilities-undermine-fleet-management-systems
https://www.vicone.com/blog/under-pressure-exploring-a-zero-click-rce-vulnerability-in-teslas-tpms
https://www.vicone.com/blog/pwn2own-automotive-2025-new-master-of-pwn-crowned-and-other-day-three-highlights
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https://www.vicone.com/zh/blog/spate-of-ransomware-attacks-targets-automotive-industry-in-early-2025
https://documents.vicone.com/reports/automotive-cybersecurity-snapshot.pdf
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https://www.wasyresearch.com/gnss-spoofing-a-fatal-attack-on-gnss-system-that-is-difficult-to-detect/
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A IMPACT
» Potential damage to
’A chargers and vehicles:

Charging system Charging system Intentional overcharging or parameter

Stack-based buffer NO. 1 NO.N - tampering could damage both chargers
il e & " and vehicles.
overflow vulnerability 1 - Risk of power grid overload:

Attackers can exploit the vulnerability to
inject and execute arbitrary code. This
could lead to unauthorized control over
affected systems, enabling attackers to
execute malicious commands or run
malicious software..

CVE-2024-23938 (CVSS: 8.8) Attackers could overload the power grid
J by sending power back through multiple
chargers simultaneously.
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https://www.vicone.com/blog/from-pwn2own-automotive-a-stack-based-buffer-overflow-vulnerability-in-juicebox-40-smart-ev-charging-station
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Access the back-end Compromise Fully take over the
cloud infrastructure automotive cloud user account,
of various OEMs. service APIs. disclose PII, or even
(Find an SQL injection (Log in any user with the start/stop the engine
vulnerability on simple SQL injection remotely.
admin.spireon.com.) “victim #".)
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https://documents.vicone.com/white-paper/automotive-data.pdf
https://www.youtube.com/watch?v=4DNNfMbP7yw
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